Installation Guide for Clients using Windows 7 and
WPA/WPAZ2 security technology

This manual helps you set up your notebook computer to access the Internet via the CityU
Wireless LAN service. You should have the following items:

e Windows 7 installed in the notebook computer

e Built-in or an external wireless network interface card (IEEE 802.11a, b, g or
n compatible)

e Network connection password

Step 1: Wireless Network Card Installation

a) If your computer has a built-in WLAN card, the bundled Windows 7 should recognize it
and you may skip to step 2.

b) If you are using an external WLAN card, you can insert your WLAN interface card into
the computer.

c) Turn on the computer and Windows 7 will detect the card and install the driver
automatically.

If you are using a WLAN card that is not recognized and supported by Windows 7 natively,
you may install the driver manually. Please follow the steps described in the installation
guide that comes with your WLAN card.

Step 2: Connecting to CityU WLAN
a) Click the "Wireless Network™ icon in the System Tray to list the available wireless

network in range, select "CityU WLAN (WPA)" and then click the "Connect" button to
establish connection.
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b) Wait until you see the logon window to prompt you for the login name and password.
Enter your EID and network connection password to login.

Network Authentication
Please enter user credentials

‘lﬁ [ User name l
I Password ‘

OK Cancel
\_—-/

The Windows Security Alert window will be displayed. Click the “Details” button to
check whether you get any one of the following combination:

1) Radius Server: ciias.ad.cityu.edu.hk

Root CA: Entrust.net Secure Server Certification Authority
2) Radius Server: ciias.ad.cityu.edu.hk

Root CA: DigiCert High Assurance EV Root CA

3) Radius Server: ciiisl.ad.cityu.edu.hk



Root CA: DigiCert High Assurance EV Root CA

Example:

Windows Security Alert @

‘ The connection attempt could not be completed

The Credentials provided by the server could not be validated. We
recommend that you terminate the connection and contact your administrator
with the information provided in the details. You may still connect but doing
you to security risk by a possible rogue server.

Details
adius Server: ciias.ad.cityu.edu.hk 3
Root CA: Entrust.net Secure Server Certification Authori

The server "ciias.ad.cityu.edu.hk" presented a valid certificate issued by
"Entrust.net Secure Server Certification Authority", but "Entrust.net

Secure Server Certification Authority" is not configured as a valid trust
anchor for this profile. Further, the server "ciias.ad.cityu.edu.hk" is not
configured as a valid NPS server to connect to for this profile. b

‘.—""_'__\
[:E] Details [ Terminate K[ Connect!: )

Press "Connect" if the information shown is correct, otherwise you may properly
connect to a rogue/unknown server and you should terminate the connection
immediately.

c) You can now access the Internet upon successful logon.

Security Alert

By default, your credentials (user name and password) are automatically stored in the
computer for later use. Hence, the computer will not ask for your credentials the next time
when you are connecting to the ""CityU WLAN (WPA)". If you want to be prompted for the
credentials every time when establishing the connection, please follow the steps below as
such your credentials will not be stored.

a) Open Network and Sharing Centre
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b) Select “Manage wireless network”

o'iﬁ » Control Panel » Network and Internet » Network and Sharing Ce

Control Panel Home

View your basic network informati

anage wireless netwol i *

Change adapter settings

SUPPORTTEAM CityU"'
Change advanced sharing (This computer)
settings

View your active networks

¢) Right click the “CityU WLAN (WPA)” network and then select the “Properties”

v|§,m » Control Panel » Network and Internet » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add Remove Adapter properties Profile types  Network and Sharing Center 0
Netwony, and reorder (1) A

= CityU WLAN (WPA) Security: WPA2-Enterprise Type: Any supported Automatically connect

Properti
Remove network i/
Rename

d) In the “Security” tag, uncheck the “Remember my credentials for this
connection each time I’'m logged on” option and then press “OK” button to save your
settings.
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